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Task overview

1. Set up a web server

2. Create test pages
1. PHP
2. CaGl

3. Install LDAP management tools
4. Secure connection
5. Authentication against LDAP



Apache setup

e default procedure
apt-get 1nstall apache?
e and for executing PHP

apt-get 1nstall libapache2-mod-php5



Test pages (PHP)

* Apache document root: /var/www (default)
* create file /var/www/test.php
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phpinfal) LDAP Account Ma... l
[ | | sag hallo |
Hello

System Linux simon 2.6.32-5-amd64 #1 SMP Thu Mar 22 17:26:33 UTC 2012
¥BE_64

Build Date May 8 2012 10:26:51

Server API Apache 2.0 Handler

Virtual Directory disabled

Support

Configuration File |/etc/phpS/apachez

(php.ini) Path

Loaded
Configuration File

fetc/phpS/apachez/php.ini

Scan this dir for
additional .ini files

fetc/php5fapachez/conf.d

Additional .ini files
parsed

fetc/phpS/apache2fconf.dfgd.ini, fetc/php5/apachez/conf. dfldap.ini,
fetc/phpSfapache2fconf.dfpdo.ini, fetc/phpSfapachez/conf. d/suhosin.ini

PHP API

20090626

PHP Extension

20090626

Zend Extension
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Test pages (PHP)

* enter string ,,Guys” into form and click the
button

o Back w & |Ii|
phpinfol) b4 | LDAP Account Ma...
|_ | | Sag hallo
RHello Guys

y A




Test pages (CGl)

* create file /var/www/test.cgi

 chmod 755 /var/www/test.cgi



Test pages (CGl)

o Back v & |lel
phpinfa() ¥ | LDAP Account Ma... | localhost % |

#! fusr/bin/perl
print "Content-Type: text/plainynin"; [}
foreach my $p (sort keys %ENV] { print "$p=3ENV{$plin"; }



Test pages (CGl)

e obviously Perl code is not executed
e tell Apache to do so (in /etc/apache2/sites-available/default)

<Director




Test pages (CGl)

&e Back v (& [IEI =| |25

phpinfa() 3% | LDAP Account Ma.., [ localhost b4 1

DOCUMENT _ROOT=/var fwwa

GATEWAY IMTERFACE=CGI/1.1
HTTP_ACCERPT=application/xml, application/xhtml+xml, text/html;q=0.9, text/plain;g=0.8,1mage/png, */*;g=0.5
HTTP_ACCEPT ENCODING=gzip

HTTP_CACHE_CONTROL=max- age=0

HTTP_COOKIE=PHPSESSID=Dt4hhb29giEpDSEngiEESQmGl

HTTP_HOST=localhost

HTTP_USER AGENT=Mozillays5.0 (X11; U; Linux x86 64; en-us] AppleWebKit/531.2+ (KHTML, like Gecko) Version/5.0 Safari/531.2+
PATH=/usr/local/bin: fusr/bin: /bin

QUERY _STRING=

REMOTE_ADDR=127.0.0.1

REMOTE PORT=47203

REQUEST _METHOD=GET

REQUEST LRI=/test.cgl

SCRIPT_FILEN&ME:;varfwwwftest.cgi

SCRIPT_NAME=/test.cgi

SERVER_ADDR=127.0.0.1

SERVER_ADMIMN=webmaster@localhost

SERVER_NAME=localhost

SERVER_PORT=E0

SERVER_PROTOCOL=HTTP/1.1

SERVER_SIGNATURE=<=address=Apache/2.2.16 (Debian) Server at localhost Port B0</address=

SERVER SOFTWARE=Apache/2.2.16 (Debian)



Task overview

1. Set up a web server

2. Create test pages
1. PHP
2. CaGl

3. Install LDAP management tools
4. Secure connection
5. Authentication against LDAP



Install LAM ... (and Apache)

e | was lazy and knew the dependencies of the
package , |dap-account-manager”
— apache2
— libapache2-mod-php5
— several more (libjs-jquery, php-fpdf, php5, php5-ldap, ...)

installed only package LAM:

apt-get 1nstall ldap-account-manager



Configuring LAM

browse ,localhost/lam“ -> LAM configuration
reset master password in general settings

under server profiles remove standard profile
,Jam®“and add my own new one: ,,simon®

then edit the profile



Editing LAM profile

e general settings:

— address: Idap://localhost:389

— tree suffix: dc=tbl

— login is fixed list, edit username: cn=admin,dc=tbl
e account types

— change LDAP suffix for each entry, e.g. for users:

ou=People,dc=tbl

* click save and login (maybe change the profile
first) and let LAM create its entries



LAM usage

* install and config worked, tree is view- and
editable

B Tree view 4 Users B | = Host
fetesh | Create
= 4 de=thl 4
=aclmi
+ ou=Groups (1)

ou=hMachines

ou=People (1)

0 &EH #
OB |

=
w
3
=]

Create new entry
Create new entry
Create new entry
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Generate certificate (CA)

Create a new CA

Mame (for local storage): [simnn . l
Data for CA Certificate L

Cammon Name (for the CA): [simcm l
Country Name (2 letter code): [DE l
Password (needed for signing): [............ l
Password (confirmation): [............ l
State or Province Name: [ l
Locality Name (eg. city): [ l
Organization Mame (eg. company): [ l
Organizational Unit Name (eg. section): [ l
eMail Address: [ l
valid for (Days): [3550 l
Keylength: 1024 ) 2048 @ 4096

Digest: @ SHA-1 O MD2 O MDC2 O MD4 O MDS (O RIPEMD-160




Generate certificate (CA) cont.

(= CA'Configuration) (as superuser) Bl
CA Configuration

These Settings are passed to OpenS5SL for creating this CA Certificate
and the CA Certificates of every SubCA, created with this CA.
Multiple values can be separated by "

If you are unsure: leave the defaults untouched

Key Usage (keyUsage): [ v |
) critical @ not critical

Netscape Certificate Type (nsCertType): [SSL CA, S/MIME CA v |

Subject alternative name (subjectAltName): [Cﬂp}, Ermail v |

authorityKeyldentifier: [keyid:always,issuer:always l

basicConstraints: [critical CAtrue

issuerAltName: [igsuer:capy

nsComment: ["TinyCH Generated Certificate"

nsCaRevocationlrl:

nsCaPolicyUrl:

none

|
|
nsRevocationUrl: [
nsPolicyUrl: [

|. oK | | Cancel .




Install CA

« cp /root/.TinyCA/simon/cacert.pem /usr/share/ca-
certificates/simon.crt

« chmod a+r /usr/share/ca-certificates/simon.crt
« dpkg-reconfigure ca-certificates
e 1n -s /usr/share/ca-certificates/simon.crt /var/www

| ca-certificates configuration |
This package may install new CA (Certificate Authority) certificates when upgrading. You may want to check
such new CA certificates and select only certificates that you trust.

— yes: new CA certificates will be trusted and installed;
- no : newWw CA certificates will not be installed by default;

— ask: prompt for each new CA certificate.

Trust new certificates from certificate authorities?

ask

<Ok>

| signet.plfsignet_tsal_pem.crt

2imon.crt




Create server certificate

* set TinyCA properties

Subject alternative name (subjectAltName): Ask User w l

(0 IP Address ) DMNS Mame i) |ﬂ|

e create certificate

Tiny CA Management 0.7.5 - simon (as superuser)

CA Preferences Help

B¢+ B % ® QQ

3 Create Key and Certificate (Client)

cA | Certificates | Keys |Request5|

Common Name v  eMail Address Organizational Unit Organization Location State Country Status




Create server certificate (cont.)

" Create Request (as superuser)

Create a new Certificate Request
Comrnon Name (eg, your Name,

[simnn l

your eMail Address
or the Servers Name)

eMail Address: [siman@simnn.tbl

Password (protect your private Key): [............
Password (confirmation]: [............
Country Mame (2 letter code): [DE

State or Province Name: [

Locality Name (eg. city): [

Organization Name (eg. company): [

Organizational Unit Name (eg. section]: [

T

dh
Keylength: @ 4096 ) 1024 () 2048
Digest: @ SHA-1 C MD2 () MDC2 () MD4 ) MDS5 () RIPEMD-160
Algaorithm: @ RSA ) DSA

Cancel ]

:




Create server certificate & export key

[T Export Key (as superuser)l [}

Export Key to File

= (as = | File: [jetcjapachersimon.per‘“ Browse... |
Sign Request/Create Certificate Export Format:
CA Password: [............ ] @ PEM (Key)

valid for (Days): [365 ] () DER (Key without Passphrase)
- - () PKCS#12 (Certificate & Key)
Subject alternative name (raw): [ﬁ.tbl,DNS:w.simnn.tbl] -

O Zip (Certificate & Key)

Add eMail Address to Subject DM: () ves @ [No O Tar (Certificate & Key)
| oK | | RERES \I'u_flthout Passphrase (P_EM;PKcs#lzll
4& . @ Yes ) Mo
Include Certificate (PEM)
@ |Yes ) Mo
| Save | | Cancel




Edit Apache config

* run:
a2enmod ssl rewrite
a2ensite default-ssl

service apache? restart

» edit /etc/apache2/sites-available/default




Edit Apache config (cont.)

* vi /etc/apache2/sites-available/default-ssl

* and copy-paste ,<Directory /var/www>“ block
from site ,default” into this site



Import certificate in browser
* browse to , http://simon.tbl/simon.crt”

| https:/fsimon thl/simon.crt =3 V|

Started |r_I| Atact Lol e se

A AddlSecurity Exception &)
! You are about to override how Iceweasel identifies this site.
B You| 4 ! 3 Legitimate banks, stores, and other public sites will not at you
el ask you to do this.
Mor Server prowve
you . "
Location: [ o J |get Certificate
Wh =

Certificate Status

if yo This site attempts to identify itself with invalid g one is
tryin information. i
Unknown ldentity
Ge oz . . -
] Certificate is not trusted, because it hasn't been verified by a
recognized authority.
Ted
U
If yo
iden eis
tam
Don . : Lse tri
iden Permanently store this exception

| Ad | Confirm Security Exception @ Cancel




Import certificate in browser

You have been asked to trust a new Certificate Authaority (CAJ.

Do you want to trust "simon" for the following purposes?
Trust this CA to identify web sites.

Trust this CA to identify email users.

W1 Trust this CA to idEf"It.i'r'}' software developers.

Before trusting this CA for any purpose, you should examine its certificate and its policy and
procedures (if available).

| L H Examine CA certificate

l _-Canceli | @O§_|

L b I o I o e e e e e o o Lo B I o R R e LI I ) o i e R




Test with browser

Slalelell https:/fsimon thljtest.php

f5Most Visited~  |@| Getting Started [5)|Latest Headlinesv

phpinfo() L

|

[ ] [ Sag hallo ] L}

Hello




Summary

 all requests on port 80 are now redirected to
port 443

 self signed certificate is used for encrypting
communication
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Edit Apache conf

* vi /etc/apache2/sites-available/default-ssl




Test the configuration

* browse again to ,,simon.tbl/test.php”“
e authentication requirement is issued
e enter any valid user in the LDAP database

&

A username and password are
being requested by the site
localhost

Server message: Please auth

Username: |sim|:m |

Password: [............ ]

Cancel oK |




